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writing by the head of each DoD Com-
ponent to be responsible for implemen-
tation of the Information Security Pro-
gram within the Component.

(ii) Sensitive Compartmented Informa-
tion. Information and material that re-
quires special controls for restricted
handling within compartmented intel-
ligence systems and for which
compartmentation is established.

(jj) Special Access Program. Any pro-
gram approved in accordance with sub-
part M of this part which imposes need-
to-know or access controls beyond
those normally required for access to
Confidential, Secret, or Top Secret in-
formation.

(kk) Special Activity. An activity, or
functions in support of such activity,
conducted in support of national for-
eign policy objectives abroad that is
planned and executed so that the role
of the U.S. Government is neither ap-
parent nor acknowledged publicly; but
that is not intended to influence U.S.
political processes, public opinion,
policies, or media, and does not include
diplomatic activities or the collection
and production of intelligence or re-
lated support functions.

(ll) Unauthorized Disclosure. A com-
munication or physical transfer of clas-
sified information to an unauthorized
recipient.

(mm) United States and Its Territories,
Possessions, Administrative, and Common-
wealth Areas. The 50 States; the Dis-
trict of Columbia; the Commonwealth
of Puerto Rico; the Territories of
Guam, American Samoa, and the Vir-
gin Islands; the Trust Territory of the
Pacific Islands; and the Possessions,
Midway and Wake Islands.

(nn) Upgrade. A determination that
certain classified information requires,
in the interest of national security, a
higher degree of protection against un-
authorized disclosure than currently
provided, together with a changing of
the classification designation to reflect
such higher degree.

§ 159a.10 Policies.
(a) Classification—(1) Basic Policy. Ex-

cept as provided in the Atomic Energy
Act of 1954, as amended, E.O. 12356, as
implemented by the ISOO Directive
No. 1, and this part, provides the only
basis for classifying information. It is

the policy of the Department of De-
fense to make available to the public
as much information concerning its ac-
tivities as possible consistent with the
need to protect the national security.
Accordingly, security classification
shall be applied only to protect the na-
tional security.

(2) Resolution of Doubts. Unnecessary
classification and higher than nec-
essary classification should be avoided.
If there is reasonable doubt about the
need to classify information, it shall be
safeguarded as if it were classsified
‘‘Confidential’’ pending a determina-
tion by an original classification au-
thority, who shall make this deter-
mination within 30 days. If there is rea-
sonable doubt about the appropriate
level of classification, it shall be safe-
guarded at the higher level of classi-
fication pending a determination by an
original classification authority, who
shall make this determination within
30 days. Upon a classification deter-
mination, markings shall be applied in
accordance with subpart E of this part.

(3) Duration. Information shall be
classified as long as required by na-
tional security considerations. Each
decision to classify requires a simulta-
neous determination of the duration
such classification must remain in
force or that the duration of classifica-
tion cannot be determined.

(b) Declassification. Decisions con-
cerning declassification shall be based
on the loss of the information’s sensi-
tivity with the passage of time or upon
the occurrence of a declassification
event.

(c) Safeguarding. Information classi-
fied under this part shall be afforded
the level of protection against unau-
thorized disclosure commensurate with
the level of classification assigned
under the varying conditions that may
arise in connection with its use, dis-
semination, storage, movement or
transmission, and destruction.

§ 159a.11 Security classification des-
ignations.

(a) General. Information or material
that requires protection against unau-
thorized disclosure in the interest of
national security shall be classified in
one of three designations, namely:
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‘‘Top Secret,’’ ‘‘Secret,’’ or ‘‘Confiden-
tial.’’ The markings ‘‘For Official Use
Only,’’ and ‘‘Limited Official Use’’
shall not be used to identify classified
information. Moreover, no other term
such as ‘‘Sensitive,’’ ‘‘Conference,’’ or
‘‘Agency’’ shall be used in conjunction
with the authorized classification des-
ignations to identify classified infor-
mation.

(b) Top Secret. ‘‘Top Secret’’ shall be
applied only to information or mate-
rial the unauthorized disclosure of
which reasonably could be expected to
cause exceptionally grave damage to
the national security. Examples of ex-
ceptionally grave damage include
armed hostilities against the United
States or its allies; disruption of for-
eign relations vitally affecting the na-
tional security; the compromise of
vital national defense plans or complex
cryptologic and communications intel-
ligence systems; the revelation of sen-
sitive intelligence operations; and the
disclosure of scientific or technological
developments vital to national secu-
rity.

(c) Secret. ‘‘Secret’’ shall be applied
only to information or material the un-
authorized disclosure of which reason-
ably could be expected to cause serious
damage to the national security. Ex-
amples of serious damage include dis-
ruption of foreign relations signifi-
cantly affecting the national security;
significant impairment of a program or
policy directly related to the national
security; revelation of significant mili-
tary plans or intelligence operations;
compromise of significant military
plans or intelligence operations; and
compromise of significant scientific or
technological developments relating to
national security.

(d) Confidential. ‘‘Confidential’’ shall
be applied only to information or ma-
terial the unauthorized disclosure of
which reasonably could be expected to
cause damage to the national security.
Examples of damage include the com-
promise of information that indicates
strength of ground, air, and naval
forces in the United States and over-
seas areas; disclosure of technical in-
formation used for training, mainte-
nance, and inspection of classified mu-
nitions of war; revelation of perform-
ance characteristics, test data, design,

and production data on munitions of
war.

§ 159a.12 Authority to classify, down-
grade, and declassify.

(a) Original Classification Authority—
(1) Control. Authority for original clas-
sification of information as Top Secret,
Secret, or Confidential may be exer-
cised only by the Secretary of Defense,
the Secretaries of the Military Depart-
ments, and by officials to whom such
authority is specifically delegated in
accordance with and subject to the re-
strictions of this section of the part. In
the absence of an original classifica-
tion authority, the person designated
to act in his or her absence may exer-
cise the classifier’s authority.

(2) Delegation of Classification Author-
ity. Original classification authority
shall not be delegated to persons who
only reproduce, extract, or summarize
classified information, or who only
apply classification markings derived
from source material or as directed by
a classification guide. Delegations of
original classification authority shall
be limited to the minimum number re-
quired for efficient administration and
to those officials whose duties involve
the origination and evaluation of infor-
mation warranting classification at the
level stated in the delegation.

(i) Top Secret. Only the Secretary of
Defense, the Secretaries of the Mili-
tary Departments, and the senior offi-
cial designated by each under § 5.3(a) of
E.O. 12356, provided that official has
original Top Secret classification au-
thority, may delegate original Top Se-
cret classification authority. Such del-
egation may only be made to officials
who are determined to have a demon-
strable and continuing need to exercise
such authority.

(ii) Secret and Confidential. Only the
Secretary of Defense, the Secretaries
of the Military Departments, the sen-
ior official designated by each under
§ 5.3(a) of E.O. 12356, and officials with
original Top Secret classification au-
thority, may delegate original Secret
and Confidential classification author-
ity to officials whom they determine
respectively to have a demonstrable
and continuing need to exercise such
authority.
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